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Introduction
This policy is written in conjunction with North Yorkshire E-safety guidance, safeguarding audit, curriculum policies, data protection policy, anti-bullying policy and safeguarding children policies and procedures. The Headteacher is the e-safety co-ordinator. 

Rationale
The internet and other digital technologies permeate all aspects of life in a modern technological society. Internet use is part of the statutory National Curriculum and is a necessary tool for staff and pupils. It is the entitlement of every pupil to have access to the internet and digital technologies, in order to enrich his/her learning.

Aims
Our aims are to ensure that all pupils, including those with special educational needs:
· will use the internet and other digital technologies to support, extend and enhance their learning;
· will develop an understanding of the uses, importance and limitations of the internet;
· digital technologies in the modern world including the need to avoid undesirable material;
· will develop a positive attitude to the internet and develop their ICT capability through both;
· ensure all users can access the internet and devices safely;
· independent and collaborative working;
· will use existing, as well as up and coming, technologies safely. 

Internet use will support, extend and enhance learning
· Pupils will be given clear objectives for internet use.
· Web content will be subject to age-appropriate filters in school.
· Internet safety will be given to parents to support them with home internet security. 
· Internet use will be embedded in the curriculum.

Pupils will develop an understanding of the uses, importance and limitations of the internet
· Pupils will be taught how to effectively use the internet for research purposes.
· Pupils will be taught to evaluate information on the internet.
· Pupils will be taught how to report inappropriate web content.
· Pupils will develop a positive attitude to the internet and develop their ICT capability through both independent and collaborative working.
· Pupils will use the internet to enhance their learning experience.
· Pupils have opportunities to engage in independent and collaborative learning using the internet andother digital technologies.

 Data Protection
· There is a separate Data Protection policy.

E-mail
· Pupils and staff will only use approved e-mail accounts when using the school network.
· Pupils will tell a member of staff and parents if they receive inappropriate e-mail communications, they will be supported in reporting these to https://www.ceop.police.uk/Safety-Centre/ 

Internet Access and Learning Platform
· Staff will read and sign the NYCC Acceptable Use Policy – ICT and e-Technology before using any school ICT resource.
· Pupils will be taught to use the internet responsibly and to report any inappropriate content to a responsible adult. These are taught from the guidance published by the government in 2019 https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/811796/Teaching_online_safety_in_school.pdf 

Mobile Phones and other handheld technology
Pupils are only permitted to have mobile phones or other personal handheld technology in school with the permission of the Headteacher. When pupils are using mobile technology (their own or that provided by the school) they will be required to follow the school’s Acceptable Use Policy (AUP). Such items can be confiscated by school staff if they have reason to think that they are being used to compromise the wellbeing and safety of others (Education and Inspections Act 2006, Sections 90, 91 and 94).
School Website and Published Content
· There is a separate website policy.
· All staff who edit website content must read and sign this policy.

Systems Security
· [bookmark: _GoBack]ICT systems security will be regularly reviewed with support from Schools ICT and Ledger 

Web Filtering
· The school will work with Schools ICT to ensure that appropriate filtering is in place.
· Pupils will report any inappropriate content accessed to an appropriate member of staff.

School internet safety rules and procedures
· E-safety rules are within the schools SHINE rules and are displayed around school. 
· All children are given rules on how to behave on live lessons
· Pupils will be informed that internet and Learning Platform use will be monitored.
· e-Safety will be included in the curriculum and regularly revisited in accordance with the guidance from the government.  Staff will use a PPT slides below (appendix A)
· Staff will be monitoring internet and Learning Platform.
· Communication of the e-safety policy to parents/carers
· The acceptable use policies will be available in the school prospectus and on the school website.
· The school website and dojo/tapestry will include a list of e-safety resources and information for parents to access.
· The school will communicate and publicise e-safety issues to parents through the school newsletter and website.

Rules for live lessons 
1. All parties to be respectful. 
2. All parties to mute their screens, unless they have been invited to speak by the host. 
3. All parties can display their screen or disable the camera if they wish.  
4. If the camera is displayed, we ask for all parties to sit still and quiet during the session. 
5. All parties are asked to wait a waiting room until they are asked to join the meeting.  If they have not provided their first name and the first letter of the surname, they will be asked to change their name and they can be added to the meeting. 
6. All meetings have a password and are recorded. 
7. If children are accessing the live session from school, the camera will be disabled or directed at the teacher. 
8. If someone wants to talk, they raise their hand. 
9. Please be respectful with the chat facility and the content being shared. 
10. Do not share the meeting ID or password with others and do not print screen or film the content being shared.

E-safety Complaints
· Instances of pupil internet or Learning Platform misuse should be reported to a member of staff.
· Staff will be trained so they are able to deal with e-Safety incidents. They must log incidents reported to them and if necessary refer the matter to a senior member of staff.
· Instances of staff internet or Learning Platform misuse should be reported to, and will be dealt with by, the Headteacher.
· Pupils and parents will be informed of the consequences of internet and/or Learning Platform misuse.

Whole-School Responsibilities for Internet Safety
Headteacher
· Responsible for e-safety issues within the school but may delegate the day-to-day responsibility to a member of staff. 
· Ensure that developments at Local Authority level are communicated to the e-safety co-ordinator.
· Ensure that the Governing Body is informed of e-safety issues and policies.
· Ensure that appropriate funding is allocated to support e-safety activities throughout the school.
· Establish and maintain a school-wide e-safety programme.
· Form a school e-safety team to review and advise on e-safety policies.
· Work with the e-safety team to develop, and review, e-safety policies and procedures.
· Respond to e-safety policy breaches in an appropriate and consistent manner in line with protocols set out in policies, and maintain an incident log.
· Form a school e-safety management team to review the effectiveness and impact of the policy.
· Establish and maintain a staff professional development programme relating to e-Safety.
· Develop a parental awareness programme.
· Develop an understanding of relevant legislation and take responsibility for their professional development in this area. 

Governing Body
· Appoint an e-Safety Governor who will ensure that e-safety is included as part of the regular review of child protection and health and safety policies.
· Support the Headteacher and/or designated e-safety co-ordinator in establishing and implementing policies, systems and procedures for ensuring a safe ICT learning environment.
· Ensure that appropriate funding is authorised for e-safety solutions, training and other activities as recommended by the Headteacher and/or designated e-safety co-ordinator (as part of the wider remit of the Governing Body with regards to school budgets).
· Promote e-safety to parents and provide updates on e-safety policies within the statutory ‘security’ section of the annual report.
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